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(e2studio RX65N_ccrx_dhep tep_aes gt202)DFEREH

(e2studio Version:2024-04 / FreeRTOS Version 10.4.3 -rx-1.0.8)

1. Sample DFHEITDOVT

- Sample (ZBF¥ % TelFax TOZEMICEAL TR T TE £ A, 72ZL, A=V TOITE
B L TIIRBEA T2 L BN LETH, WRICLVBEATERVEAELH Y £TOT

Tob ZTARFAVE T,

- Sample ¥ 7 N OREEPFERL SNIHEOMNESITH Y FHA, £7o. ZOB#EY 7 o
BRIAEICEET 2 EMDBEEFRE D H Y FHEAOTEMO EZFH TS,

* Sample ¥ 7 M, BHEFECIREESNTNDHLOTHY , ZOMEHTREMELEHT, WD
PAEDITWVER A, 72, AV 7 b= 7 ORI XL 0 EEE 7 IFRBERICAE T D
HECELTH, ZOETEEDRVLDE LET,

2. oo rull M

U= A— 24, il Fudrs M,
FreeRTOS _sample_ccrs wifi CK | ##¢ WiFi-module(GT202- | RX65N_cerx_dhep tep aes gt202

QCA4002) % fi F L 7=
DHCP & TCP g0
NS

X274 API

Crypto 71 7 7 U (Mbed
TLSAES-CBC #f{#if L
7 (Ks - E
)

Free RTOS &— R CEIfE

FreeRTOS-Plus-TCP
(dhep_client)

TCP i#{5(Client)
(FreeRTOS send..)
(FreeRTOS recv..)

55 - - 5(AES-CBC)
(MBEDTLS_AES_ENCRYPT)
(MBEDTLS_AES DECRYPT)

LN )

Renesas e2studio(Version 2024-04)

FreeRTOS (Version 10.4.3 rx 1.0.8)

FreeRTOS-Plus TCP(Version4.0.0)

Mbed TLS(Version3.5.2)

Renesas CCRX(Version 2.08.01)

TXART 7 A )b« T a— Rgis)

/~— REREE

CK-RX65N (L4 2 8)
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3. TeaTemPro A > A b—/L

D [lteraterm-4.106.exe] ZHEL TH Vo a— K35,
@PCIZA > A M=V LIATT D
@ U TILR— R DORIE

Tera Temx DUTAR-F BELEE

R—k(P) CONG v
AE—H(E) 1115200 v
7 —3(D). 8 bit S Fe 2L -
18 )71(A) none v
by FEYMSE). 1 bit v LA H
20 —HENF). none v
E{SBIE

0 | suB/Ee) [0 | SUBATL

COM %513,
PC TV 7 LidfE v hE
IS ERET %,

115200BPS
8bit

none

1bit

none

DHARIZT D,

Device Friendly Name: RSK USB Serial Port (COMG)

Davice Instance ID; USBYVID_045B&PID_8111¥0000000000001
Device Manufacturer. Renesas

Provider Name: Renesas

Driver Date: 5-22~2013

Driver Version: 2000

USB U7 /va N
— X fFFFHZ CR =
— K03y hEiLA

DUFROFRIE
Tera Terme M=0OBE
At A A(T) iTa—F
Bd | x AS;( Z&R): CR =
M= D409 4X(S) 1£{&M.  CReLF ~ Fe L
B B aaEE(wW)
ANJILFH)
sl VTI00 v Oo-hLxa— L.
HEA): : | OEBEYWEZ(VT-TEKXU)
ET-FEK) EF-480)
sJIs v SIS v kB
FEh7(F) *Emh7(D) 3 gl [(=}
07 —)LC) |japanese

HEOLAIT. =
Z:LF IZLCFX
v,

TREDRRTECT B
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4. BEHERERRK
LED3 100ms 725
USB#%6t (FINE 73 A7) LED4 TIRQO #8500
TCP_IP_AES Op
enSSL.exelserver)

<R82320 EE G

7/ \ GT202 WiFi-MOD

LAN /N7 HERR N N7 <CK-RX65N Hatf >
4L d L
<TCP_IP_AES OpenSSL.exe™> <RX65N_cerx_dhep_tep_aes_gt202>
[Plain mode] [Plain mode)
1. X E2ET 5, 1. EXERET 5,
2. ZE LI EZDOFFERET D, 2. ZE LI TeraTerm (2395,
[AES-CBC mode] [AES-CBC mode]
1. B Cex{59 5, 1. AES(CBOWF AL L= CEAIEET D,
2. R LI X ET L TERT D, 2. =I5 LTeRs 53018 %5 L C TeraTerm (258
3. HE XA AL LI SGEE R ET 5, NE RSN
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WiFi-module[GT202]
(Qualcomm QCA4002)
PMOD2 |2 £56¢

Ty LN ik

J2 va—h Current Measurement point for MCU

J15 =7 Select debugger comms mode

J16 1—2va—Fh DEBUG

J21 va—h Enable USB boot mode

J22 F—7 Select USB boot mode power supply method
J11 =7 Configures the MCU for normal boot m ode




5. [RX65N_cerx_dhep tep_aes gt202] 2 7 /LD

5—1. 7HVERERE T 7 AN4% [ <RVEL>E7T])

W x—ontan

<FreeRTOS_sample _cerx wifi. CK>
<RX65N_cerx_dhep_tep_aes | DHCP / TCP 15 /AES-CBC(H5 5 « 155
_gt202> VAN TA N ET/ A
<HardwareDebug> RX65N_cerx_dhep_tep_aes gt | ABS 7 7 A /L, T3y 4Tt
202.abs
RX65N_cerx_dhep_tep_aes gt | MAP 7 7 A L, 7 KL Ak
202.map
RX65N_cerx_dhep_tep aes gt | € he—7—HEX 7 7 A /b
202.mot
Z DA, HEVER T 7 AV
<src> <FreeRTOS> RTOS #—x/v
< FreeRTOS-Plus'TCP > TCPIP A%~
<mbedtls_decelopment> HE 157477
<AWS_aes> AES-CBC
aws_aes.c H s 1B ) — R
aws aesh aws_aes.c D~ Z—
<frtos_config> At FH
<fitos_skeleton>
tep_aes_task.e TCP 1@FLH D V) — R
task_function.h tep_aes task.c D~ Z—
<frtos_startup> AB— KT v
freertos_object_int.c tep_aes task DIERK
freertos.start.c CMTO DL & MAIN_TASK
DHFLE)
freertos.starth reertos.start.c D~ 4 —
<smc_gen> Aw—har74 71—k
URED"
<wifi_gt202> GT202 i KT A /3 —2A—=,
demo_printfc a2 =)V AR Y — 2
demo_printfh demo_printfc D~ 4 —
hardware_setup.c JED 1O 7734 AL — A
hardware_setup.h hardware_setup.c D~ %—
main_task.c AAEARY
sf wifi nsal apih wifi 2> b —/L D~ &
FreeRTOSConfigh FreeRTOS =27 4 7 L—3
EIN A %
FreeRTOSIPConfigh FreeRTOS+TCP =27 ¢ 7
L—var 770
RX65N_cerx A—har 74 T L—HDOET 7 ()L
dhcp_tep_aes_gt202.scfg
Z DA, HEAER 7 7 A v




5 — 2. Macro Defines ®3iiHH

W x—ontan

Macro Name {2 B!
1pconfigUSE_DHCP DHCP Client Disable
O~ H—T 7 A IEEEIP 7 KL A ZFtak
FreeRTOSConfigh :

/* IP address configuration. */
#idefine configIP ADDRO 192
#idefine configIP ADDR1 168
#idefine configIP ADDR2 21
#define configIP ADDR3 95

DHCP Client Enable




5—3. Y7o G CK-RX65N )

1) DHCP 4 (ipoonfigUSE. DHCP =0)
Term [HA]
< 1> ["The FreeRTOS IPnit starting”|
< 2> ["The network is up waiting” |

< L >
IP7 KL ARENTIZ
H# o> LED3 (ﬁ%’é) % 100msec T

W x—ontan

Zmik - LED4 (Ft) IRQOFEIY

TR AR

fd COMS - Tera Term VT
j BREE BES IYMO-IKO)
{The FreeRTOS_IPInit starting

{The network is up waiting>

address(eth()

Successful ly assizgned by [FIXED
34-50-
192.168.21.95
55.0

[Muh ADDRESS:
(MY IP.adr ]:
[SUBNET mask]: 255.255.2
[MTU size J: ] 500
ESEF:‘&.»‘EF: port % ‘

TCP port : 50001 . -
[UP port  1: 50002
{The network is up and running

{Start FreeRTOS TCP AES RX65N[client 1>

7-4A-5B-B0

"LuH] SERVER_IP[192.

ey f o change AES mode/’L’

EEP 7 KL A

change lensthll}

< S| >
IP 7 KL AKHETIZ

£V, B EDLED6 (#Rf4) % 100msec K

B COMS - Tera Term VT -

O

X

| 774 F)
{The FreeRTOS_
{The network
4 Tf'l"": I‘i*‘:'}. WO f“-’.

RE(E

BE(S)

1S Up

is down and

IPInit
wa ' t irl.'-s \
'Sf i:)p‘:; | [L’i S

37 M3-JL(O)

starting>

247 F2(W)

AT (H)
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2) DHCP A% (ipoonfigUSE_DHCP =1)
Term [&j[f]
< 1> ["The FreeRTOS IPInit starting”|
< 2> ["The network is up waiting”|

< B S >
IP7 FUAMSAZ LY,
St > LED3 (fkfa) % 100msec fHZm0& « LED4 (F2) TRQO IV IAZHZ /K

& COMS - Tera Term VT
JPAUF) WEE BES IVRO-MO) FIEIW)
{The FreeRTOS_IPInit starting>

< Th’i‘ netwo rk is up wait irlg 3

Successful ly assigned by DHCP address(eth()

[MAC ADDRESS]: 84-F A-5B-BD

[MY IP.adr J: 1€ 21.5¢
[SUBNET mask]: 25

[MTU size J: 1500

[SERVER port]: 50000 Server H— FEE
[TCP port  J: 50001 i -
[UDP port  J: 50002 TCP A — &5
{The network i o) .‘_‘1r;d_ running’

Nl cl ient >

o change AES mode/ change lensthlfl

< S| >
IP7 RLUARMNLIZ LY . 55 Foo LED6 (GRfa) % 100msec fElZ A

5 COMS - Tera Term VT - O X
| 774 MF) RE(E) ={S) 1M HO) 24UFOW) ALT(H)

<The FreeRTOS_IPInit starting>

{The network is up waiting>
{The network is down and stopping>




3) TCPIP %35
<TCPAES Thread >

W x—ontan

@ COMS - Tera Term VT

M \ODRESS 1:
[M .adr ]
[SUBNET mask]:
[(MTU size J:
1:
1:
i1~

[SERVER port
[TCP port
[UDP port

50001
50002

{The network is up waiting

ned by DHCP address(ethi)

"~Th":‘ f‘lét‘."-.‘CJI'L. IS up Eﬂ'ld I'L."l'-J’:iK'L%’,'

ength]

FONEH

FTRE

A

AES modelx]

PLAIN
CBC

EEE— ROEE
© “C’ F—ANLE— R ELHE
PLAIN ->CBC >PLAIN

OEHD7 7 7L fRE

aesc: : int AES_crypto_mode;

0 : PLAIN /*}3¢5— R

1 :CBC /AESCBC t— KNHis 5=

Keylengthl[x]

128
192
256

AES-CBC &— Ko Key 'y MFEOFEE
© “IL” F—AJNZLY Key ' NEH
128 > 192 > 256 > 128

OZH DB & D FRE
aesc : int AES crypto_bit;
128 : Key &' ~ME7Y 128bit
192 : Key £y MRS 192bit
256 : Key &' MRS 256bit

SERVER . IP[xxx xxxx Xxxxx]

EEFE@PCHDIP 7 R LA

©define | = THE/E

tcp_aes thread_entryc :

#define SERVER,_IP IP_ ADDRESS(192,168 xx,x%)
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5—4. WindowsPC{ll(oT A b 7'v1 75 A TENWEMER (PLAN (30 £—R)

1) TTCP_IP_AES OpenSSLexe| #itili 5, (HE— Fikil)

71177 KZGHT [¥ PC_Test OpenSSL) ¥ 7 )V OOfiEmA /L &

g il N:¥UsrAp¥AzureRTOS¥_PC_Test OpenSSL

<« v A « Azu... » _PC Te.. v o PC_Test Ope
_PC Test OpenSSL ~ 23 . v Exom
Azure_sample_ccrx ) AES_IVitxt i
Azure_sample_gnu ‘_]AES_KEY.m 2023/11/15 14:5:
pdf 4 liberypto-3.dil 2003/03/14 10:4
=i | libssl-3.dll 2023/03/14 10:41
& 7ee_p
RS A TCP_IP_AES OpenSSL.exe
)‘ .
C_H25_IAR 5 UDP/ \AES_OpenSSL.exe

v £ >

=2 &=
/ \

— \

ITCP_IP_AES OpenSSL.exe] Z i)

2) [TCP_IP_AES OpenSSL] O&IHZFXE LT [Fbk) 260 e 215,

(&) TCP_IP_AES_OpenSSL{server) Ver1.00

Setting :
PCIP.adr|192.168.21.53  |PCport [50000 [3¥{E5¢ IP.ade (B port
| PCHIOIP 7 1 LA E B

PC 1l port [EE

AES KEY File Name
AES 1V File Name

E=p [len v|——7 QPaint— kiR | o | s | R

K<< Wait Connect >

BB DEEfse a5

@7V vu

10
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3) FEAROAIA B Offgs & 3T,

FoREHH L]

AES mode[PLAIN] EZEE— ROFEE
OLEHD7 7 7L VIEE
aesc : int AES crypto_mode=PLAIN; /0=PLAIN

SERVER IP[192.16821.53] | i4{55:PCHDIP 7 K 1A

©define IZ CFRE

tcp_aes thread_entryc :

#define SERVER IP IP_ ADDRESS(192,168,21,53)

d COM4 - Tera Term VT
T4 IF) REE) B3 IVRO=-O) 4VFOW)

de[PLAIN] SERVER

4) FEpd7 5 PC(server) -~ % 2 h A 5ET 2,

(Ddisconection DHFETE. PClserver) & @ Conection AR % F4T

@ COM4 - Tera Term VT
T74IF) REE) BTS IYMO-O) 2197F9W)

Wait client_socke
MWait client
‘ l""ll-fi | t C | jent
Mait client

SHEGN G LT3 a0% [C+C) KeyPush T %,

11
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sefoiot T ik, TEAR) 12~ PClserven) Il ~F-3L7 A b & RZAET 5

@ COM4 - Tera Term VT
rI=O) D1VF2W

mportant..secret.

mess: 1“"" . I .Wi I I .
use. it.for.encry
ption.and.dec

future. .by.i
e.Corporat ion.

se. it.for.encry
;-»t on dr‘u-J dec ryE

7

FSARMEA I LTS3 TCtkC) KeyPush TIN5,

12
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5) BMRRDESIRAFSAT (55— Fikid)

FYa—L4 e

tep_aes_thread_entryc static UCHAR *src_str={ /7 A NHFLC
"This is a very important secret message! "

"T will use it for encryption and decryption testing "
"in the future. by Aone Corporation "

5

6) ITCP_IP_AES OpenSSL) RIDEZAE AT 2.

B4 TCP_IP_AES_OpenSSL{server) Ver1.10
Setting
PCIP.adr192.163.21.53  |PCport |soooo fﬁftﬁ:n’.ﬁ {85k port
[RxTime Ave(S)(S -> S)us access(1) 1ms<(0)10ms<(0)cnt]
[TxTime Ave(42)(42 -> 42)us access(1) 1ms<(0)10ms<(0)ent]
AES KEY File Name
AES 1V File Name
W% [Je=s [en | 2 | s |
.
i t O P
— Bt T —
<< Tait Receive data(1] »>> " | O Tts W pozlE7—2 |
- 1
54 68 69 73 20 68 73 20 61 20 76 65 72 73 20 63 T This.is.a.very.i
6D 70 BF 72 74 61 BE 74 20 73 85 63 72 65 74 20 mportant.secret.
6D 65 73 73 61 67 65 21 20 49 20 77 €9 6C 6C 20 message! . I.will.
75 78 65 20 69 74 20 66 6F 72 20 65 6E 63 72 79 use. il.for.encry
70 74 69 6F 6E 20 61 6E 64 20 64 65 63 72 73 70 pt ion.and.decryp
74 63 BF BE 20 74 65 73 74 63 6E 67 20 63 SE 20 tion.testing. in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 79 20 41 the.fulure, .by.A
GFZSE 65 2? 43 6F 72 720 ?F 7% 81 74 639 6F 8E 20 rporat i
-{2)Send plain data to clien
54 68 69 73 20 69 73 20 61 20 76 65 72 73 20 63 This.is.a.very. |
8D 70 BF 72 74 61 BE 74 20 73 65 63 72 65 74 20 wportant.secret.
6D 65 73 73 61 67 85 21 20 43 20 77 63 6C &C 20 message!. [.will.
75 73 65 20 69 74 20 66 6F 72 20 65 6E 63 72 79 use.it.for.encry
70 74 B3 6F BE 20 61 6E 64 20 64 65 63 72 73 70 pl ion.and.decryp
74 69 6F BE 20 74 65 73 74 69 6E 67 20 63 6E 20 | tion.testinz.in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 79 20 41 the.future..py.A
<¢< Yait Receive datal2] >» RV
b @ Tt WD

WRET—HETOEERMELET, (=771 7)

13



7) [TCP_IP_AES OpenSSL| ZDftioBiff (%-E— F4Li)

P4 TCP_IP_AES_OpenSSL{server) Vert.10

Setting
PCIP.ade|192.168.21.53 ]PCpon[soooo ]ﬁm\ama& (&% port

[RxTime Ave(4)(3 -> S)us access(2) 1ms<(0)10ms<(0)nt]
[TxTime Ave(33)(25 -> 42)us access(2) 1ms<(0)10ms<(0)nt]

AES KEY File Name
AES 1V File Name

Mo o == N

80 &4 5 4 Monitor) WIFIZEZIES 7 For | WOt Monitor] ForailiZ |
75 73 65 ZU 69 74 ZU &6 GF 7Z Z0 69 BE 63 7Z /9 | use.il.for.encry
E 64 20 64 65 63 72 73 70 | ption, and. decryp
3 74 69 BE 67 20 69 8E 20 | tion, Lestins. in.
5 2E 20 62
2 61 74 69

74 68 65 20 66 75 74 75 72 6§ 78 20 41 the.fulure..by.A
BF BE 65 20 43 6F 72 70 6F 7 6F 6E 20 one.Corporat ion.
<<< Pait Receive data[3] >>»>

5
7
0
4

8) TCP_IPPot % [ 45, (#E— K@)

B TCP_IP_AES_OpenSSL{server) Ver1.10

Setting
PCIP.adr|192.168.21.53  |PCport |soooo lﬁitﬁ':l?.adr (B port
[RxTime Ave(4)(3 -> S)us access(2) ims<(0)10ms<(0)nt]
[TxTime Ave(33)(25 -> 42)us access(2) 1ms<(0)10ms<({0)nt]
AES KEY File Name
AES 1V File Name
A | (Aen [Pen | N
Monitor. = _ —
6D 65 73 73 61 67 65 21 20 43 20 77 €3 6C 6C 20 message!. Lwill. oY arY PN
75 73 65 20 69 74 20 66 6F 72 20 65 6E 63 72 79 use. it.for.encry —
70 74 69 6F 6E 20 61 6E 64 20 64 65 63 72 73 70 ption.and.decryp
74 63 BF BE 20 74 65 73 74 63 BE 67 20 £3 BE 20 tion.testing. in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 73 20 4) the.future..by.A
BF BE 65 20 43 6F 72 70 6F 72 61 74 63 &F 6E 20 one.Corporat ion.
< Yait Receive data[3] >>»
AL E LR, YA RER -

14
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5—5. WindowsPC{fllooT A s~ v 7'F A CTEWERER (AES-CBC £— k)
1) [TCP_IP_AES OpenSSLexe] =i 5,

2) ITCP_IP_AES OpenSSL| MO#IHE 7% E LT Mk Moo [ 2,

B4 TCP_IP_AES_OpenSSL{server) Ver1.10 - O X

Setting
PCIP.adr 192.163.21.53  |PCport 150000 FE{B5E 1P.ade (&% port
IGEFEDOIRATET 7 A L AR ZEDRATFT 7 A )V
/ V4

AES KEY File Name [AES KEY.txt| / _ #82
AES IV File Name  [AES_Iv.txt £~ % (DCBC &— RE&R ] 82

wn | AEzR |cec vﬁ% < QKey £DER _I Cls 4
Moo N |lssAeess |
(KEY]:0x11 0x1 1 0x11 0x22 0x22 0x22 0x22 0x33 0x33 0x33 0x33 0x44 0x44 0x44 Dx44

IV J:0x01 0x38 0 02 0xC7 0xDE 0xF2 0x1D 0x8F Dx18 Ox6F 0x84 0x54 0x82 0x0A 0xD
K<< Wait Connect >

A @2V vr || BEsnTs Mg & TPy &)

FERARID > & DOBEGE A D

3) [AES KEYit] [AES Vit i

[AES KEYixt] L@ X2 h7 7 A /L

/ default aes_common_key H5eiH 128bit | 192bit | 256bit

= Ay MR, IDHOFERIZLTREEVY,
0x11,0x11,0x11,0x11,0x22,0x22,0x22,0x22,0x33,0x33,0x33,0x33,0x44,0x44,0x44,0x44, // 128bit
0x55,0%55,0x55,0x55,0x66,0x66,0x66,0x66, /T +192bit
0x77,0x77,0x77,0x77,0x88,0x88,0x88,0x88, /' T +256bit

Yol A S DY AT, JERIA & RSO A #R T 4 4 TEET 2,

[AES Nixt| #~7 ZETFA N7 7 AL

// default aes_initial vect FIEH L~ Z
=2 A2 ML, IOHOFEICLTRFEVY,
0x01,0x3B,0x01,0x02,0xC7,0xD6,0xF2,0x1D,0x9E, 0x18,0x6 F,0x84,0x54,0x82,0x0A,0xDB

VAR ZEAIET S D50, I & RO 2zl /ewT 2 TEET D,

15
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4) FAUORIEH OB L RREIE,

FOREH Wi

AES mode[CB(] EZEE— ROfEE
OLD7 7 7z L VIEE
aesc : int AES_crypto_mode=CBC; /1=CBC

KeyLength[128] AES-CBC “&— KD Key ' MNEEOFEE
OZHDOEIEIZ L v +EE
aesc: : int AES crypto_bit=128;

SERVER IP[192.168.21.53] HFHEPCHDIP 7 K LA

©define |~ THE

tcp_aes thread_entryc :

#define SERVER, IP IP ADDRESS(192,168,21,53)

T — % ORFE Y 22—/ EA¥L [aesc)

uint8_tAES key[32] ={ // default aes common._key i 128bit | 192bit | 256bit
0x11,0x11,0x11,0x11,0x22,0x22,0x22,0x22,0x33,0x33,0x33,0x33,0x44,0x44,0x44,0x44, // 128pit
0x55,0x55,0x55,0%55,0x66,0x66,0x66,0x60, /T +192bit
0x77,0x77,0x77,0x77,0x88,0x88,0x88,0x88, /I T +256bit

I8

WA ZAET— 2 ORAFEY 22—/ L2585 [aesc]

uint8 tAES iv[16] ={// default aes initial vect #JHIL~<27 &
0x01,0x3B,0x01,0x02,0xC7,0xD6,0xF2,0x1D,0x9E,0x18,0x6F,0x84,0x54,0x82,0x0A,0xDB
%

5 COM4 - Tera Term VT
GE(S) IVPO-IMO) D4VEIW) ATH)
FRVER 1P[192.168.21.53]

4 L : ':}'xﬂr'l.é,'i‘ E‘I'L'é.t }I}I

16



W x—ontan

5) FEiAH 5 PC(server) i~ CBC i 57 F A h&E(ET 5,

§d COMS - Tera Term VT
?7?"’#'% EEE'EI =l IVMO-IKHOY D4VF2W)  AlLTH)

4 laey to change AES mode. ..}

by 712 79 20 59 <O cAPae:)
3 72 65 ) BHIFESL DR TR

7 89 6C 6C 20 [ThiesSase:. 1. Wil 1.

E | use.it.for.encry

| P f I on. an ll_i. l_J:'-- rve

| tion.testing. lrn

| the.future. o

| one. |-~urE orat ion.

QFE XL xR F{LL T

PC(serven) i 58 L 7=
FE D TR

DJALD, .D.ILIA 17

|
| .D. »Ir TU....J.IZZ
| .4 7
| 0 ]
s
(3PClserver) 233215 L 7=
G L aE S LT E
% PC (server) {H|THF
R A R L
Lt&/7§7

) "_; r'[l E:U v
50 17 A6

(@Z1Z L7= PClserver)n»
HORF X a7k L
71@/\5( DK T %T

Nt Nt

| ;flnr. md

| tion.test
: | the.future. &
( EF fE /” | one. I-»rpnraflnrn

SOZAZHERN I L7555 [Cd+C) Key-Push THIlET 2,
O T@PlainText] & [@DecryptText] NFEZEDA, HbilE PC IR G50 (5o
—R) THDHZEDOFEINII 5,

@ [(2)Send EncrptText] & [(3)Recv EncrptText] 23ASDGA, Fbifils PC IR
WP (mra—R) ThdHIEDFFRIRD,

17




6) [TCP_IP_AES OpenSSL| IS5 ZHeE T 2,

) TCP_IP_AES OpenSSL{server) Ver1.10

Setting
PCIP.adr| 192.168.21.53  |PCport m».a {55 port

[RxTime Ave(3)(3 -> 3)us access(1) Ims<(0)10ms<(0)cnt]
[TxTime Ave(21)(21 -> 21)us access(1) ims<(0)10ms<(0)nt]

AES KEY File Name | AES_KEY.txt | s8

AES IV Fle Name | AES_IV.txt | w82
e (Es [oc [ | 2| o |

Morutor

[xsv :0x11 0x11 0x11 0x11 0x22 0x22 0x22 0x22 0x33 0x33 0x33 0x33 0x44 0x44 0x44 Dx44
IV J:0x01 0x38 0x01 0x02 0xC7 0xD§ 0xFZ 0x1D 0x3E 0x18 0xSF 0x84 0x54 0x82 0x0A 0xDB
<< Wait Connect >>>

BALELL.

{4 Mait Receive data[1] >»>

44 50 E8 FO DA 72 DE 0D 8E D4 8F 1D B3 04 73 CO~_ = ;

29 30 C8 03 08 DE 48 C2 90 52 08 43 8B 63 63 EI (\1)2'%*&4_%75 SRIBLEREIOS

§4 32 1C 1D C1 8D 80 18 17 45 61 B7 3B B2 25 11 | v 7'&R

36 BA 2ACB 36 25 FD 42 07 66 45 31 D2 OF 74 3£ o™ G.TETF T7

E4 44 F8 65 49 72 88 BS 30 ED 13 FD 8B A3 06 43 | .D.elr.70....J.C

17 €0 26 IF 9E C5 24 FD 88 18 63 0A 27 83 A7 78 | ..&..#8...0.7 .7«

30 8D 50 BO OF C3 Al B2 68 81 40 A3 8C 27 F2 B0 [ 0.]-./.{h.8¢." .~

13 50 17 A EE 18 DAtls 8F 91 70 06 53 3A 33 BA | .].3..1...}.8:83

~-(2)Create decode data

54 68 83 73 20 69 73 20 61 20 76 65 72 79 20 6 Ry -

§0 70 6F 72 74 61 6E 74 20 73 65 63 72 65 74 23< (3)5«1:: %tﬁ?ﬁ;@@:ﬁﬂg L

8D 85 73 73 61 67 85 21 20 43 20 77 63 BC BC 20 | BXLDF L TFR

75 73 65 20 69 74 20 66 6F 72 20 65 6E 63 72 19 [Use-TTTOrEETY

70 74 §3 6F 6E 20 §1 BE 64 20 64 65 63 72 79 70 | ption.and.decryp

74 63 6F BE 20 74 65 73 74 63 6E 67 20 69 6E 20 | tion.testing. in.

74 68 85 20 66 75 74 75 72 85 2E 20 62 79 20 41 | the.future..by.A

GF GE 65 20 43 6F 72 70 6F 72 81 74 63 6F 6€ 20 | one.Corporai ion.

=(3)Send encode data to clien

44 50 E8 FO DA 72 DE 0D SE D4 8F 1D B3 04 73 OO0 ()1 2L L7~ 2T A2 L

23 30 3 09 08 O 45 C2 90 52 08 49 96 69 63 £1N, O L 1EL I REREEELT

§4 32 1C 1D C1 8D 80 18 17 45 61 B7 3B B2 25 11 | ARMNTEE LR XOF T

36 6A 2A CB 36 25 FD 42 07 66 45 31 D2 OF 74 36 | %=n

E4 44 F8 £5 43 72 88 B5 30 ED 13 FD 8B A3 06 43

17 E0 26 IF 9E C5 24 FD 88 18 63 0A 27 83 A7 78 [ ..&..J8...1. 7%

30 8D 5D BO OF C3 Al B2 68 81 40 AS 8C 27 F2 B0 | 0.]-./.{h.8¢." .~

13 50 17 A6 EE 18 DA 13 8F 91 70 06 53 3A 33 BA | .J.3..0...}.8:33

< Vait Receive datal2] >>>

D [(1)Receive encode_data from client] & [(3)Send encode data to client| 2 3FEEDMFE, Hobk
& PCAAIFEIE 2R SR (= a—R) THDH I EDIFRRIRD,

@ T@Create decode data) & k) o> [(@DecryptText | 23EFOSE, Kbkl & PCHI
DRI (T 2—F) ThH I L ORI,
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W x—ontan

- ACEOFEHEL, =T R BMRELET,

« ASCEA MR COSHEIT—UER L L E T,

« ASCEICRH S TODNEIZOW T ORI A — NI 5 2 LRk ER A,
AR T, LR Y R L7 b= ZREAORWE O EEERE O E T,

« ASCEONRITHEN, B LAER, BESRAELTH, BT —UIoELIADRNE D
ELET,

c ASCGEONRICE LT, FEEMILTERLE LIS, IARE A, SRR E08nbHo L
7o DR E T THHE < 72 SAUTFEN T

c ASCEONRIL, TERUCEEINDZ ENHY F7,

. P
- e2studio * RX65N [, L3P A L7 b= AESH OGRS E 721 3R A T,
- CKRX65N |X. L3 H2 =L 7 ho=s 2t topEns o1,
- ZOMOSHA, B, SALOBGERGE £ 7 I IR T,

. BER
« [RX65N 2—H—R~v=o7) N—FRu=xTHR AFPA L7 hn=7 2EH0
. Tedstudio 22— —RA~==7/L AfHA K] NP A Ly ha=g ARRKEH
» [FreeRTOS | Amazon.com, Inc.
LR Y A L7 bo=g A ESHERE oY T E
- ZOfth,

T 486-0852

SRR BT FHTEHT 6-9-20
U S

httns/fMwwaone.coin
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