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Renesas R5F565NE(CK-RX65N)FH Y- 7 /v

(e2studio RX65N_ccrx_dhep udp_aes gt202 uselib)DixHH

(e2studio Version:2024-04 / Azure RTOS Version 6.2.1 rel-rx-2.0.0)

1. Sample DFHEIZHONT
- Sample (2% Tel/Fax TOZERMICEL TidkZF TE£¥A, ZF L. A—LTOIHE
MICBAL CIREZ T DL IENMILETN, MARICLVBEZXTERWEELH Y T DT
T TARENET,
» Sample Y 7 FOREAEDRALINIIGAEOREERBITH V £HA, Fo, ZOHEY 7~
HRIAEICEE T 2 EMOEEFRE D H Y FHAOTEMO EZFH TS,
« Sample Y 7 M, EFFFCIREESNL TS HOTHY . ZOWAAREEHED T, Wb
PRAEBITWER A, £, AV 7 by =7 ORI L0 B E I TR AE Ul ie 5
HECELTH, Z0ETEEDRWLDOE LET,

2. oo rualey MM,

U= A= 24, B PA=SE/ A

Azure_sample_cerx_wifi CK | () WiFi-module(GT202- | RX65N_cerx_dhep_udp_aes gt202 uselib
QCA4002) # fif F L 7=
DHCP & UDP j@(g0 | Azure RTOS -E— R CEME
Nz
NetX DHCP Client
X2 UT ¢ API (dhep_client)

Crypto K7 A /X—AES

CBC %A L7 EKDPZE %(Cliietnt) |
(K57 - 155) _udp_socket,_.......

55 - 5 5(AES-CBC)
(NX_CRYPTO_ENCRYPT)
(NX_CRYPTO DECRYPT)

W e BIEERTE

Renesas e2studio(Version 2024-04)

Azure RTOS (Version 6.2.1 rel-rx 2.0.0)

Renesas CCRX(Version 2.08.01)
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CK-RX65N (/L4 2 8)
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3. TeaTemPro A A hb—/L

D [lteraterm-4.106.exe] ZHEL TH Vo a— K35,
@PCIZA > A M=V LIATT D
@V TR — FORE

Tera Term: YUTFIR-F BELEE COM ZFH=51%.
k2 LB{EFTHE
AP SonE : . PC Ic U 7 ViB{E ATHE

TEDEGEBEEN) IR EHIRET 5,
2 —F(E)

T D) 8 bit ~ 1)L | 115200BPS
13 )7 4(A): none v 8bit
Ay IEYMS): 1 bit v NLFH) none
SO—#MF):  lnone  ~ i‘;ﬁe
E{EEIE
o Jzusrze) [0 | 3usAsL DHARZT B,

Device Friendly Name: RSK USB Serial Port (COM?)

Device Instance ID: USB¥VID_045B&PID_8111¥0000000000001
Device Manufacturer: Renesas

Provider Name: Renesas

Driver Date: 5-22-2013

Driver Version: 2000

DUFROFRIE
i /]USBi/U77v:>0<
SRR AZ(T): WiFa—K , — 2 ERAC CR =
X FER: R~ —F#hy hahs
M= /K29 A(S): EEM:  [GR+LF ~ FeI ﬁi iE D i}%’é\ . X
8§89 (ZFFRE(W) Z:LFICLTF&
~NILFH) VY
smAID(D): VT100 v~ Oo—hLTa—L):
AW [ | DE#EWBZVT-TEKIU):
EF-FEK) EFX(8()
SJIS v SJIS v EZ7A N “[sB
ERIFE) EAIF0) E=7oM0): (B
a4 —iL(e): Ijapanese [

TREDRRTECT B
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4. EhERERR
<Server> <Client>
USB #ft (FINE 73 7))
= TeraTerm |
UDP_IP_AES Op
enSSLexe(server) = — -
<R82320 W{E G

| ==
| | LED3 100ms 08 [

S =

GT202 WiFi-MOD

@ <CK-RX65N Jati >

LAN A7 TN T
o d b L
<UDP_IP_AES OpenSSL.exe> <RX65N_cerx_dhep udp_aes gt202 uselib>
[Plain mode] [Plain mode]
1. EXE2ET 5, 1. EXHEHRET D,
2. ZE LI EZDOFFERET D, 2. =5 L% TeraTerm (ZFRT 5,
[AES-CBC mode] [AES-CBC mode]
1. B Cex{59 5, 1. AES(CBOWF AL L= CEAEET 5,
2. R LI R ET L TERT D, 2. f5 LTaks 53018 %5 L C TeraTerm (258
3. HE XA AL LI SGEE R ET D, NS RN




MI—’? vHA &

SCI5

T LEDS Ak (@

USBTO SERIAL

® ful Ful fud ol tul

WiFi-module[GT202]
(Qualcomm QCA4002)

OUTOOOR  INDOOR 3

PMOD2 | ZHfe

Ty LN ik

J2 va—h Current Measurement point for MCU

J15 T Select debugger comms mode

J16 1—2va—Fh DEBUG

J21 va—h Enable USB boot mode

J22 F—7 Select USB boot mode power supply method
J11 =7 Configures the MCU for normal boot m ode
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5. [RX65N_cerx_dhep udp_aes gt202 uselib] ¥ 7 /LA

5—1. 7HANEHERE T 7 ANA [ <HVFL>E7T]

<Azure_sample_ccrx wifi. CK>

<rx_ccrx_filex lib> AzureRTOS FileX 71 77 U{ERHA LA

<rx_ccrx_netxduo_addons lib> AzureRTOS NetX DuoAddons 7 A 77 U {ERAAR /LA

<rx_ccrx_netxduo lib>

AzureRTOS NetXDuo 71 77 UVERR RN Z

<rx_ccrx_threadx lib>

AzureRTOS ThredX 7 1 77 U 1Bk AL 2

<RX65N_ccrx_dhep_udp_aes gt202

DHCP / UDP i#Z /AES-CBC(R55 - 155)

_uselib> WA A=V R/
<HardwareDebug> RX65N _cerx dhep udp gt | ELF 7 7 A /b, JTAG Tff
202_uselib.abs i
RX65N_carx dhep udp a | MAP 771 /b, 7 KL A1
es gt202_uselib.map Y
RX65N _cerx dhep udp_a | <€ he—F—HEX 7 71 /L
es_gt202_uselib.mot
£ DA HEVER T 7 1L
<lib> <filex> FileX
(&C Y —ATENV R
<netxduc> NetX Duo
(&C YV —ATEN R
<netxduo_addons> NetX Duo Addons
(&C Y —AITEN FEH
<thredx> ThreadX
(&C ' —ALEL RERIL)
librx_cerx_filex liblib FileX 7477
librx_cerx netxduo_addon | NetX Duo Addons 71 75
s liblib )
librx_cerx netxduo liblb | NetX 74 7V
ibrx_cerx_threadx liblib | ThredX 71 77 U
<src> <Azure_aes> AES-CBC
|aesc |aesh W5« AR Y — R
<driver>
|<r_irq r<> FSP IRQ R7A1 /N (Z5H)
| <r_scl_rx> FSP SPI K74 /N ()
<rtos_config> AR—har747L—4

(2 & 0 1ERk

<rtos_skeleton>

| dhep_fixed entryc

DHCP %L v AL —
A

|udp_aes_thread_entryc

UDP A L RUWEED Y — R

<smc_gen>

Av—hary 74 S L—&
(2 L0 1Rk

<wifi_gt202> GT202 i KT A /R —%—
=

demo _printfc o — )V AR D Y
—A

demo_printfh demo _printfc M~ 4 —

hardware_setup.c

JEID 1O 7734 ALY —

5
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A
hardware_setup.h hardware_setup.c D~ Z—
sample netx_duo_pingc | NetX Z=¢iH> 71—
A
sf wifi_nsal_api.c NetX WiFi-APIL / —2A&
sf wifi_nsal_apih sf wifi_nsal_apic D~ %
RX65N_cerx_dhep udp_aes gt2 | A~—ha 7 4 JL—XOEHT7 7 A )L
02_uselib.scfg
Z DAt HEWERL T 7 A L




5 — 2. Macro Defines &

W x—mman

Macro Name

Wi

A PRINTF ENABLED

WS TN DT RE B3 5

WS TN DT RE AT 5

NX _ENABLE_DHCP

O|=iO

DHCP Client Disable

©Y—RAa— RZE#EIP 7 FLAZER
sample netx_duo_ping.c :
status =nx_ip_create(

&g ip0,

"NetX IP Instance 0",

#f NX_ENABLE,_ DHCP=—1)
IP_ADDRESS(0,0,0,0),
IP_ADDRESS(255,255,255,0),

Helse

IP_ADDRESS(192,168,21,54), //[EEIP 7 KL A

IP_ADDRESS(255,255,255,0), // 7%~ h~ A2

Hendif
&g pool0,

nsal_netx_driver,

(UCHAR®)ip_thread_stack,
sizeof(ip_thread_stack),

1);

DHCP Client Enable

TX_INCLUDE_USER DEFINE FILE

ltx userh] ZAHNZT D

NX INCLUDE_USER_DEFINE FILE

x_userh| #HZNZT 5

FX INCLUDE_USER DEFINE FILE

[fx userh] #HNZT D

NXD_MQTT CLOUD_ENABLE

MQTT A vt— v 77 a ha e AT 5

NX SECURE_ENABLE

MQTT 2 7 A 7 > METLS $AR— MMt & THEEES
s

NX _ENABLE_EXTENDED NOTIFY_S
UPPORT

L DaA—)Ry T T T EANT D

NX ENABLE _IP PACKET FILTER

IP ™7y MRS

FLATCC_NO_ASSERT

FLATCC %7 %— bk L72\»

NX AZURE_IOT LOG_LEVEL

NX_AZURE 11 7 B8 2 L 70

LogError(.) &9 %

LogError(...) / LogInfo(.) Zf# 45

WINIHIO

LogError(...) / LogInfo(...) / LogDebug(..) & {# 4%




S, T BRARH

5—3. Y7o G CK-RX65N )

1) DHCP 4 (NX_ENABLE_DHCP=0)
<DHCP FIXED Thread >
Term [&[[f]
< 1> ["Driver INITIALIZE DONE..”]
< 2> ["<Wait for IP address acquisition>..”|
< 3> [MLINK Status Check..”]
<4 > ["<Set Wi Fi ect.spec and emcryption™>” |

<EHEE >IP 7 RV AMNAZ LY S EO LED3 (k) % 100msec R

&l COM4 - Tera Term VT
TrAIWF) |EE) FEOS) IVRO-IHO) 214VE2(W)  ALT(H)
Driver INITIALIZE_DONE...

<IN

Mait for IP address acauisition >
LINK Status Check...
<Set WiFi etc.spec and encryption>

igned by |FIXED address(PRI)
[(MAC ADDRESS]: 84-5d-D7-4A-5B-BD

(MY IP.adr J:(192.168.21.54
[SUBNET mask]: 255.255.255.0
[MTU size ]: 1500

[TCP port  ]: 50001

[UDP port  J1: 50002

{UDP socket create>

<UDP socket bind>

<Start NetX UDP AES CK-RXB5N[client >

AES_mode[CBC] Keylength[128] DEST_IP[192.168.21.53]

Press anv key...{Press 'C’ key to change AES mode...}

<PEE>TP 7 R LU ARFENIZ LY, Hib B LED6 (IRth) % 100msec I

& COMS - Tera Term VT
T74IUF) ®|EE) BTO IVRO-IUO) 24VE9W) ALT(H)

Driver INITIALIZE_DONE. ..
LINK Status Check...

ﬁH;NOT_SUCCESSFUL...




A, T HBARH

2) DHCPA7%hH (NX_ENABLE DHCP=1)
<DHCP FIXED Thread >
Term [
< 1> "Driver INITIALIZE_DONE..”|
< 2> ["<Wait for IP address acquisition>..”|
< 3> IMLINK Status Check...”|
<4 > ["<Set Wi Fi ect.spec and emcryption™>” |
< 5> MDHCPIn Progress..” |
< 6 > ["Wait until address resolved...”|

<EHEE >IP 7 RV AMNAZ LY S EO LED3 (k) % 100msec R

B COM4 - Tera Term VT
T4IUF) ®|EE) ZES) IVRO-JUO) 24VE2(W) AJLT(H)
Driver INITIALIZE_DONE. ..
Mait for IP address acquisition >
LINK Status Check...
<{Set WiFi etc.spec and encryptior>
DHCP In Progress...

Wait until| address resolved...

Successful ly assigned by IDHCP  address(PRI)
[MAC ADDRESS]: 84-5d-D7-4A-5B-BD

(MY IP.adr J:|192.168.21.54 Bt L7-IP 7 RL&
[SUBNET mask]: 255.255.255.0

[MTU size ]: 1500

[TCP port ]: 50001

[UDP port  J: 50002

<UDP socket create>

<UDP socket bind>

<Start NetX UDP AES CK-RX65N[client >

AES_mode[CBC] Keylength[128] DEST_IP[192.168.21.53]

Press any key...{Press 'C’ key to change AES mode...}}}

<K >IP 7 R UARMRSLIZ L D . Hb O LED6 (Rf2) % 100msec F8:(Z ik

B COMS - Tera Term VT
TrAIWF) |EE) FZTFO) IVRO-O) 247F2W)  ALLT(H)
Driver INITIALIZE_DONE...
LINK Status Check...
DHCP In Progress...

Wait until address resolved...
NX_NOT_SUCCESSFLUL. .. ek
]




A, T HBARH

3) UDPIP %5213
<UDPAES Thread >

& COM4 - Tera Term VT
T74IUF) |EE) HZZEOS IVPO-JUO) 24VE9(W)  AJLT(H)
Driver INITIALIZE_DONE. ..
Mait for IP address acaquisition >
LINK Status Check...
<{Set WiFi etc.spec and encrvption>
DHCP In Progress...

Wait until| address resolved...

Successful ly assigned by DHCP  address(PRI)
[MAC ADDRESS]: 84-5d-D7-4A-5B-BD

(MY IP.adr J: 192.168.21.54

[SUBNET mask]: 255.255.255.0

[MTU size  ]: 1500

[TCP port ]: 50001

[UDP port  ]: 50002

<UDP socket create>

<UDP socket bind>

<Start NetX UDP AES CK-RX65N[client >

AES_mode[CBC] Keylength[128] DEST_IP[192.168.21.53]

Press any key...[Press 'C’ key to change AES mode...]

FONEH FTRE A

AES modelx] PLAIN | 25325 — ROfEE

CBC OEH D77 7L fRE

aesc: : int AES_crypto_mode;

0 : PLAIN /*}3¢5— R

1 :CBC /AESCBC t— NHis 5=

KeyLength[x] 128 AES-CBC &— KD Key £ MEEOFEE
192 OZEOEAEZ L fiaE
256 aesc : int AES crypto_bit;

128 : Key 'y MRS 128bit
192 : Key £y MRS 192bit
256 : Key £ M7 256Dbit

DEST TP[xxxxoocxsoocxxxx] | [H7E E(EHE@CHDIP 7 K LA

©define | THRE

udp_aes_thread_entryc :

#define DEST IP TP ADDRESS(192,168 xx,xx)

10
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5—4. WindowsPC{ll(oT A b 711 75 A TENWEMER (PLAN (30 £—R)
1) UDP_IP_AES OpenSSLexe| #iL&Ehd 5, (t— K@)

71177 KZGHT [¥ PC_Test OpenSSL) ¥ 7 )V OOfiEmA /L &

v B - | N:¥UsrAp¥AzureRTOS¥_PC_Test OpenSSL
T74) m-A =5 £ e
&« v 4 « Azu.. » _PC Te.. v 0 _PC_Test_OpenSSL...
_PC_Test OpenSSL A 2% . v EFEE
Azure_sample_ccrx @ AES. IV.txt 2023/11/15 10:51
Azure_sample_gnu @) AES_KEV.txt 2023/11/15 14:52
pdf 4] liberypto-3.dil 2023/03/14 10:41
@ 4] libssl-3.dll 2023/03/14 10:41
wms [&] TCP_IP_AES OpenSSLexe ~ 2023/12/13 11:18
Al . 2023/12/13 11:13
—_— | ] UDP_IP_AES_OpenSsLexe | 20
SRsLL, RS Vi £ >
6 ENER =
/\
— 7 \

[UDP_IP_AES OpenSSLexe| Z L)

2) TUDP_IP_ AES OpenSSL| DO#IEH %3 LT 5.,

UDP_IP_AES_OpenSSL(server) Ver1.10 - O X

Setting
PCIP.aﬁ‘IlQZ. 168.21.53 ]PCport 50000 ﬁfta‘;m/@&]_wz. 168.21.54 |] 3%{£% port|50002
PCIOTIP 7 RKLA PC fH|® port (ODHCP TH#& L7 @A Port
HEhkH fi] FAIP 7 FL 2% &y R Frkty b
AES IV File Name
% | (JEz8 [Pen @Plaint— gk | [t | as | oA
Monitor
\'—
eceive data[l] >>> \‘ @7V vy
=

11
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3) HFUADOKIEH DR & 7% E,

FoEH W]
AES mode[PLAIN] EZEE— ROFEE
OE¥BDO7 7 7LV IRE
aesc : int AES crypto_mode=PLAIN; / 0=PLAIN

DEST IP[192.16821.53] HEFHPCHNP 7 LA

©define IZ CFRE

udp_aes thread_entryc :

#define DEST IP TP ADDRESS(192,168,21,53)

B COM4 - Tera Term VT
I74IF) |EE) BT IVRO-IUO) D14VEI(W)

Press any key...{Press 'C’ key to change

AES_mode[PLAIN] DEST_IP[192.168.21.53] A
AES mode. ..

4) FAiz~5 PC(server) ll~F3CT % A b &21E3Z{5T %,

B COM4 - Tera Term VT
T4 IUF) |EE) BT IVRO-JUO) D1VEI(W)
AES_mode[PLAIN] DEST_IP[192.168.21.53] (DI 57100 Key & Push
Press any key...{Press 'C’ key to change AES mode... ]
{Send Plainlext length(128) >
h4 68 69 73 20 69 73 20 61 20 76 65 72 79 20 6
60 70 6F 72 74 61 6E 74 20 73 65 63 65 74 20 |
6D 65 73 73 61 67 65 21 20 49 20 77 6C B8C 20 | messaze!.l.will.
75 73 65 20 69 74 20 66 6F 72 20 65 63 72 79 | use.it.for.encry
70 74 69 6F B6E 20 61 6E 64 20 64 65 72 79 70 { pt ion.and. decryp
20
41 |
20 |

tm (1)PC ~DiE{ET—
mportant .secret.

74 69 6F 6E 20 74 65 73 74 69 6E 67 20 69 6E tion.testing. in.

the.future. .by. 4
one.Corporat ion.

74 68 65 20 66 75 74 75 72 65 2E 20 62 79 20

6F 6E 65 43 6F 72 70 6F 72 61 74 6F 6E
<Recv PlainText length(128)>

4 68 69 73 20 69 73 20 61 20 76 65
6D 70 6F 72 74 61 6E 74 20 73 65 63
6D 65 73 73 61 67 65 20 49 20 77
75 73 65 20 69 74 20 BF 72 20 65 12 7
70 74 69 6F B6E 20 61 64 20 64 65 12 719 7

79 20 6
65 74 2
2

Sl () PC b7 —

0 mportant .secret.
0
9

OO =) =)

OM N

|
6C 6C | message!.l.will.
| use.it.for.encry
| ption.and.decryp
| tion.testing. in.
| the.future. .by.A
| one.Corporation.

74 69 6F 6E 20 74 65 73 74 69 6E 67 :
74 68 65 20 66 75 74 75 72 65 2E 20 :
6F 6E 65 20 43 6F 72 70 6F 72 61 74

0
0
1
0

SAEHEEN I L7 551% TCH+C) Key-Push THIHi9- %,

12
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5) BEMRRDIFSIRAFAT (56— Fikid)

FYa—L4 e

udp_aes_thread_entryc static UCHAR *src_str={ /7 A NHFL
"This is a very important secret message! "

"T will use it for encryption and decryption testing "
"in the future. by Aone Corporation "

5

6) [UDP_IP_ AES OpenSSL| {HIDRE2(Z 4 Ml %,

UDP_IP_AES_OpenSSL(server) Ver1.10

Setting

[RxTime Ave(12)(12 -> 12)us access(1) 1ms<(0)10ms<(0)cnt]
[TxTime Ave(44)(44 -> 44)us access(1) 1ms<(0) 10ms<(0)cnt]

AES kEY File Name
AES 1V File Name

Monitor

PCIP.adr|192.168.21.53  |PCport (50000 |3¥{E3E IP.adr|192.168.21.54 ]ﬁftﬁ'&port

#E  JE=R 2 | as |

ﬁ ?:'.o S L
2%( \%’;ﬁlﬁeceive data[1] >>> . W HpR) WAHDZET—F
~(1)Recei lain dats f T

54 68 69 73 20 63 73 20 61 20 76 65 72 79 20 69 ThiSngia.very.i
6D 70 BF 72 74 61 BE 74 20 73 B5 63 72 65 74 20 mportant.secret.
6D 65 73 73 61 67 65 21 20 49 20 77 69 6C 6C 20 messaze!. L.will.
75 73 65 20 89 74 20 66 6F 72 20 65 BE 63 72 79 use, it.for.encry
70 74 63 6F 6E 20 61 6E 64 20 64 65 63 72 79 70 ption.and.decrvp
74 B9 BF BE 20 74 85 73 74 69 BE 67 20 63 BE 20 tion.testing.in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 79 20 41 the.future..by. A
BF BF B5 20 43 BF 72 70 BF 72 B1 74 B9 BF BE 20 one. Carparat ion., |
-(2)Send plain data to client

54 63 63 73 20 69 73 20 61 20 76 65 72 79 20 63 This.is.a.very.i
6D 70 6F 72 74 61 B6E 74 20 73 65 63 72 65 74 20 mportant.secret.
6D 65 73 73 61 67 65 21 20 43 20 77 69 6C BC 20 message!. L.will.
75 73 65 20 69 74 20 66 6F 72 20 65 BE 63 72 79 use.it.for.encry
70 74 63 BF BE 20 61 BE 64 20 64 65 63 72 73 70 ption.and.decryp
74 69 6F BE 20 74 65 73 74 69 BE 67 20 63 BE 20 tion.testing.in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 79 20 41 the.future. .by.&
BF BE B5 20 43 BF 72 70 6F 72 61 74 69 BF BE 20 one., Cos=arat ion

<< Wait Receive data[2] >>> W%}F)Eu PN —
. I~DK(ET—

[

FRET S REOEERELET. (V=T 2)

13
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7) TUDP_IP_AES OpenSSL| Z Mol (55— F3kim)

UDP_IP_AES_OpenSSL(server) Ver1.10

Setting
PCIP.adr|192.168.21.53  |PCport fti\': IP.adr |192.168.21.54 | ﬁftﬁ':port

[RxTime Ave(12)(12 -> 12)us access(1) 1ms<(0)10ms<(0)cnt]
[TxTime Ave(44)(44 -> 44)us access(1) 1ms<(0)10ms<(0)ent]

AES kEY File Name
AES IV File Name

i [es] por | ] o
Monihor/ /\

50| @ Monitor) =V TIZEEZRH 7T gggs?fe} [Monitor] F&R%H%E | A
70 7469 6F BE 20 61 BE 64 20 64 65 63 72 79 7 pt ion.and.decryp
74 69 B6F BE 20 74 65 73 74 69 BE 67 20 63 BE 20 tion.testing.in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 79 20 41 the.future..by.A
B6F BE 65 20 43 6F 72 70 6F 72 61 74 69 6F BE 20 one.Corporat ion.
<< Wait Receive data[2] >>>

8) UDP_IP-Port = TG 4%, (£%E— Fikih)

UDP_IP_AES_OpenSSL(server) Ver1.10

Setting
PCIP.adr|192.168.21.53  |PCport fti\': IP.adr |192.168.21.54 | ﬁftﬁ':port

[RxTime Ave(12)(12 -> 12)us access(1) Ims<(0)10ms<(0)cnt]
[TxTime Ave(44)(44 -> 44)us access(1) 1ms<(0)10ms<(0)ent]

AES kEY File Name
AES IV File Name

[ ] s « [
Monitor

75 73 65 20 69 74 20 66 BF 72 20 65 6E 63 72 79 use. it.for.encry Y A
70 74 69 6F 6E 20 61 BE 64 20 64 65 63 72 73 70 ption.and.decryp | X=X Z

74 69 BF BE 20 74 65 73 74 63 6E 67 20 69 BE 20 tion.testing.in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 79 20 41 the.future..by.A

6F BE B5 20 43 6F 72 70 BF 72 61 74 69 6F BE 20 | one.Corporation.
<< Wait Recejve data[2] >>>

BTN AR

14
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5—5. Windows PCllDT A k7' 7' A CHEMER (AES-CBC £— R)
1) [UDP_IP_AES OpenSSLexe| #iZL#hd 2,

2) TUDP_IP_AES OpenSSL] MO#IHH ZaE L THET 2.

UDP_IP_AES_OpenSSL(server) Ver1.10

Setting

Pcm.adr|192.168.21.53 ]PCport ft&En’.adr|192.1sa.21.s4 ]ﬁftﬁ'ﬁport

HBRORAFT 7 A IV K~ ZEDRAET 7 A v

./ /
AES kEY File Name [AES KEY.txt |/ | s8R
AES IV File Name  [AES 1v.txt” ) OCBC E— iR | &82

/

Ae=s [cec AB | @Key Emiii 128/192/256 ATHF
Monitor

[KEY]:0x11 OxTE\ 11 0x11 0x22 0x22 0x22 0x22 0x33 0x33 0x33 0x33 0x44 0x44 0x44 0x44
|

IY 1:0x01 0x3 0x02 0xC7? 0xDE 0xF2 0x1D 0x
HEEL E UTzo|
«<ﬂnﬂmmw @r U v” BERENTNS HEEgE & O 4]

e e

3) [AES KEYixt] [AES IVixt| oiiHd

[AES KEYixt] L@ XA h7 7 A /L
/ default aes_common_key H5eiH 128bit | 192bit | 256bit
= Ay MR, IDHOFERIZLTREEVY,
0x11,0x11,0x11,0x11,0x22,0x22,0x22,0x22,0x33,0x33,0x33,0x33,0x44,0x44,0x44,0x44, // 128bit
0x55,0%55,0x55,0x55,0x66,0x66,0x66,0x66, /T +192bit
0x77,0x77,0x77,0x77,0x88,0x88,0x88,0x88, /' T +256bit

Yol A S DY AT, JERIA & RSO A #R T 4 4 TEET 2,

[AES Vixt] #HAY ZET %A~ 77 A )V

// default aes_initial vect FIEH L~ Z
=2 A2 ML, IOHOFEICLTRFEVY,
0x01,0x3B,0x01,0x02,0xC7,0xD6,0xF2,0x1D,0x9E, 0x18,0x6 F,0x84,0x54,0x82,0x0A,0xDB

VAR ZEAIET S D50, I & RO 2zl /ewT 2 TEET D,
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W x—mman

4) FHADOEIAE O &7 TE,

FOREH Wi

AES mode[CB(] EZEE— ROfEE
OLD7 7 7z L VIEE
aesc : int AES_crypto_mode=CBC; /1=CBC

KeyLength[128] AES-CBC &— FEFD Key &' MREOFEE
OZHDOEIEIZ L v +EE
aesc: : int AES crypto_bit=128;

DEST 1P[192.168.21.53] PAESPCDIP 7 R LA
O©define (= THRRE

udp_aes_thread_entryc :

#define DEST IP TP ADDRESS(192,168,21,53)

T — % ORFE Y 22—/ EA¥L [aesc)

uint8_tAES key[32] ={ // default aes common._key i 128bit | 192bit | 256bit
0x11,0x11,0x11,0x11,0x22,0x22,0x22,0x22,0x33,0x33,0x33,0x33,0x44,0x44,0x44,0x44, // 128pit
0x55,0x55,0x55,0%55,0x66,0x66,0x66,0x60, /T +192bit
0x77,0x77,0x77,0x77,0x88,0x88,0x88,0x88, /I T +256bit

I8

WA ZAET— 2 ORAFEY 22—/ L2585 [aesc]

uint8 tAES iv[16] ={// default aes initial vect #JHIL~<27 &
0x01,0x3B,0x01,0x02,0xC7,0xD6,0xF2,0x1D,0x9E,0x18,0x6F,0x84,0x54,0x82,0x0A,0xDB
%

B COM4 - Tera Term
T4IUF) |EE) BT IVPO-JKO) 24VE9(W) AILT(H)
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A, T HBARH

5) FeiiH 5 PC(server) il ~AES-CBC K557 % A h & 5T 5,

& COMS - Tera Term VT
IJ74IUF) |EE) BT(S) IYVRO-IO) D4VFE9W) AILT(H)

Press any key...{Press 'C’ key to change AES mode...
{PlainText length(128) >
h4 68 69 73 20 69 73 20 61 20 76 65 72 79 20 69 WO NSET AP
6D 70 6F 72 74 61 6E 74 20 73 65 12 65 74 20 R el ewe o
6D 65 73 73 61 67 65 21 20 49 20 69 6C 6C 20 | Tiessase:. 1-Wille
75 73 65 20 69 74 20 66 6F 72 20 6E 63 72 79 | use.it.for.encry
70 74 69 6F B6E 20 61 6E 64 20 64 63 72 79 70 | ption.and.decryp
74 69 6F BE 20 74 65 73 74 69 6E 67 20 69 6E 20 | tion.testing.in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 79 20 41 | the.future..by.A
6F B6E 65 20 43 6F 72 70 6F 72 61 74 69 6F 6E 20 | one.Corporation.
<Send EncrvptText length(128)>
44 50 E8 FO DA 72 DE OD SE D4 8F 1D B3 04 73 C0 Ml E=XAa0ne
30 C8 09 06 DE 48 C2 90 52 08 49 8B 69 63 E1 Pc&wneﬂﬁwkfiﬁith
432 1C 1D C1 8D 80 18 17 45 61 B7 3B B2 25 11 Y e o
6A 24 CB 36 25 FD 42 07 66 45 31 D2 DF 74 3E | OJ*LO \D.TC 1/ I/
4 44 F8 85 49 72 88 B5 30 ED 13 FD 8B A3 06 43 | .D. elr *0
EO 26 1F 9E C5 24 FD 88 18 69 04 27 89 A7 78 | ..&.. . ?Y
| 0. ] } 4h 04 .-
| . .. 1.8:37

8D 5D B0 OF C9 A1 B2 68 81 40 A8 8C 27 F2 BO
50 17 A6 EE 18 DA 13 8F 91 7D 06 53 34 33 BA
{Recv EncryptText length(128)>
44 50 E8 FO DA 72 DE 0D 8E D4 8F 1D B3 04 73 CO (N 2 a
30 C8 09 06 DE 48 C2 90 52 08 49 8B 69 63 EI R B f
32 1C 1D C1 8D 80 18 17 45 61 B7 3B B2 25 11 PSRN
64 28 CB 36 25 FD 42 07 66 45 31 D2 OF 74 3E Efl U BB % 2
4 44 F8 65 49 72 88 BH 30 ED 13 FD 8B A3 06 43 Ui 2 7 de
EO 26 1F SE CH 24 FD 88 18 69 0A 27 83 A7 78 I
8D 50 BO OF C9 A1 B2 68 81 40 A8 8C 27 F2 B0 | 0.1-./.4h.@¢. .~
5D 17 A6 EE 18 DA 13 8F 91 7D 06 53 34 33 BA | .1.3..1...1.8:32
{DecryptText length(128) >
hd 68 69 73 20 63 73 20 61 20 76 65 72 73 20 69 \NO ARt
60 70 6F 72 74 61 6E 74 20 73 65 63 72 65 74 20 VNS @2 EAAP
60 65 73 73 61 67 65 21 20 49 20 77 63 6C 6C 20 [y sy e
75 73 65 2069 74 20 66 6F 72 20 65 6E 63 72 79 —
70 74 69 6F 6E 20 61 6E 64 20 64 65 63 72 79 70 | ption. and decryp
74 69 6F 6E 20 74 65 73 74 69 6E 67 20 69 B6E 20 : tion.testing. in.
|

74 68 65 20 66 75 74 75 72 65 2E 20 62 79 20 41 the.future. .by. A
6F 6E 65 20 43 6F 72 70 6F 72 61 74 69 6F 6E 20 | one.Corporation.

FOARBENITIG LBl [C+C) Key-Push THIEr§ %,
@© T(PlainText] & [(@DecryptText] MFEFEOSE, Fbfil e PC ISR LE SR (7=
— ) ThHIZ EDIEHIRD,

@ [(2Send EncrptText] & [(B)Recv EncrptText] 73FEEEOSFE . Fbifil & PC IR/
W (= a—R) ThHDHIZ EDIFINTR D,
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W x—mtan

6) TUDP_IP_AES_OpenSSL] D54 fEhd %,

UDP_IP_AES_OpenSSL(server) Ver1.10

Setting
PCIP.adr|192.168.21.53  |PCport tﬁElP.ad'[IQZ.168.21.54 ]Eftﬁ‘:port

[RxTime Ave(5)(5 -> S)us access(1) 1ms<(0)10ms<(0)ent]
[TxTime Ave(53)(53 -> 53)us access(1) 1ms<(0)10ms<(0)cnt]

AES KEY File Name | AES_KEY. txt | &8
AES IV File Name  |AES_IV. txt | s82
#%  [E=8 [csc 128 | ds iR
Monitor

[KEY]:0x11 Ox11 OxI1 Ox11 0x22 0x22 0x22 0x22 0x33 0x33 0x33 0x33 Oxd4 Oxd4 0xdd Oxdd A
1V 1:0:01 138 0:01 002 0:C7 006 0:F2 U0 O:GE U8 Ox6F 054 0:64 0582 0<0A 0,08
<<<"Wa-t Receive datalt] 3>

clien
44 50 EB FO DA 72 DE 0D 8E D4 8F 1D B3 04 73 0 = LIE B
2930 C3 09 06 DE 43 C2 90 52 03 49 9B 63 §3 E1 ) (DU DS LIRE D
64 32 1C 1D C1 80 80 18 17 45 61 B7 3B B2 25 11 | » /&~

36 6A 2A CB 36 25 FD 42 07 66 45 31 D2 DF 74 3E BTG, 0. TETF 17
E4 44 F8 65 49 72 88 B5 30 ED 13 FD 8B A3 06 43 .D.elr. 30....] C
17 E0O 26 1F 9E C5 24 FD 88 18 69 0A 27 89 A7 78 . I 7x
30 8D 5D BO OF C9 A1 B2 68 81 40 A8 8C 27 F2 B0 0 ] /o‘{h 94

13 5D 17 AR FE 18 DA 13 8F 91 7D 08 53 3A 33 BA ?'I

éﬁzggr§3t$3d§3°g§ ?gtgu B1 20 76 65 72 79 20 69
6D 70 6F 72 74 61 BE 74 20 73 65 63 72 65 74 20 @A L7zhis 53 A AL LT
6D 65 73 73 61 67 65 21 20 49 20 77 63 BC 6C 20 | BLOX L IFKR
75 73 65 20 B9 74 20 66 BF 72 20 65 BE 63 72 79 '—wserrorursemory
70 74 §9 6F BE 20 61 BE 64 20 64 65 63 72 79 70 | ption.and.decryp
74 69 BF BE 20 74 65 73 74 69 BE 67 20 69 BE 20 | tion.testing.in.
74 68 65 20 66 75 74 75 72 65 2E 20 62 79 20 41 | the.future..by.A
BF BE 85 20 43 6F 7 70 6F 72 §1 74 §3 F BF 20 | one.Corporat ion.|
50 ES FO DA 72 BE 53 géigntsF D B3 04 73 CO
2 A 4 SF 1 4 e
29 30 C8 09 06 DE 48 C2 90 52 08 49 8B 69 63 EI G§ﬂ§754k3L’?;ﬁafsz%fﬁ At LC
64 32 1C 1D C1 8D 80 18 17 45 61 B7 3B B2 25 11 | EAMNZEE LIzkE XX &
36 BA 24 CB 36 25 FD 42 07 66 45 31 D2 DF 74 3E §§-—
E4 44 F3 65 49 72 88 BS 30 ED 13 FD 8B A3 06 43 2
17 E0 26 1F 9E C5 24 FD 88 18 69 0A 27 89 A7 78 .
30 8D 5D BO OF C9 A1 B2 68 81 40 A8 8C 27 F2 BO u ] /ofh 8.’
13 6D 17 A8 FE 18 DA 13 8F 91 7D 08 53 34 33 BA R
<< Wait Receive data[2] >>>

7)(

D [()Receive encode_data from client] & [(3)Send encode data to client] 23FEFDHFE. Fotk
& PCAUDSFEIEE/ 2B (ma—R) ThhH I EDFEENT b,

@ T(Create decode data] & [ > [(@DecryptText | 2FEEDLE. Hibikiil & PC
DRFERESWIE (Ta—R) ThDHI LD D,
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W x—oman

- ACEOFEHEL, =T R BMRELET,

« ASCEA MR COSHEIT—UER L L E T,

« ASCEICRH S TODNEIZOW T ORI A — NI 5 2 LRk ER A,
AR T, LR Y R L7 b= ZREAORWE O EEERE O E T,

« ASCEONRITHEN, B LAER, BESRAELTH, BT —UIoELIADRNE D
ELET,

c ASCEONRICBE LT, FEEFH L TERLE LN, IRER A, DR Eoanbo L
7o DR E T THHE < 72 SAUTFEN T

c ASCEONRIL, TERUCEEINDZ ENHY F7,

. P
- e2studio * RX65N [, L3P A L7 b= AESH OGRS E 721 3R A T,
- CKRX65N 1%, V32V A L7 hu=7 ARSI T,
- ZOMOSHA, B, SALOBGERGE £ 7 I IR T,

. BER
« [RX65N 2—H—R~v=a7) N—FRu=xTHH AFPA L7 hn=7 2EH0
. Testudio 22— —RA~==27/L AfHA K] NP A Ly ha=g ARRKEH
- [AzureRTOS | ~ A7 a7 MRS
LR Y A L7 bo=g A ESHERE oY T E
- ZOfth,

T 486-0852

SRR BT FHTAHT 6-9-20
T—U UG

httns/fMwwaone.coin
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